Week Fourteen
Reading and Video Assignments

We do not have a text book for this course. Instead, here are your assigned weekly readings and videos.

Security Devices 
This week, you will learn about network protection systems that security professionals and network administrators can use to better protect networks. Topics include intrusion detection systems and intrusion prevention systems and their role in network defense, and the concept of honeypots and how they can be used to better understand the techniques of hackers.

Objectives and Outcomes 
After completing this week, you will be able: 

· Explain how routers are used as network protection systems 

· Describe firewall technology and tools for configuring firewalls and routers 

· Describe intrusion detection and prevention systems and Web-filtering technology 

· Explain the purpose of honeypots 

Assigned Reading and Video

1.)   Honeypot

https://www.youtube.com/watch?v=fQqWe8br2Gw
2.)   Snort Installation

https://www.youtube.com/watch?v=RwWM0srLSg0
3.)   Snort Rules 

https://www.youtube.com/watch?v=RUmYojxy3Xw&t=274s
4.)   Snort User Manual 

https://www.snort.org/downloads/snortplus/snort_manual.html
5.)   Bypassing Authentication on NETGEAR Routers 

https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/cve-2017-5521-bypassing-authentication-on-netgear-routers/
